Abstract. Security of any wireless network is an important issue. The IEEE 802.11 medium access control can be violated by several native or smart attacks that result to downgrade network performance. In recent years, there are several studies using analytical model to analyze MAC layer misbehavior issue to explore this problem but focused on binary exponential back-off only. Moreover, a practical condition such as freezing back-off issue is not included in the previous models. Hence, this paper presents a novel analytical model of the IEEE 802.11 MAC to thoroughly understand impacts of misbehaving node on network throughput and delay parameters. Especially, the model can express detailed back-off algorithms so that comforts to evaluate the network performance under some typical attacks by numerical simulation method.
Introduction
IEEE 802.11 based wireless networks are presented as one of the most widely deployed wireless technologies in the world to provide a lot of applications for both special and commercial domain nowadays. The original IEEE 802.11 MAC layer employs the carrier sense multiple access/collision avoidance (CSMA/CA) protocol with Binary Exponential Back-off algorithm to get fair multiple access. To enhance the performance, several alternative back-off algorithms were proposed. Among them is an Exponential Increase Exponential Decrease (EIED) back-off algorithm which can be substituted for BEB in some scenarios due to its good performance [2] [3] .
Likely other common wireless networks, the IEEE 802.11 network performance can be violated by several native or smart attacks from both inside or outside aspects. Especially, the back-off procedure of a node can be a victim of attacks that leading a normal node becomes to a malicious node. In which, back-off freezing problem comes to the serious issue which effects to network performance. However, for our best knowledge, previous analytical models are not considered to the back-off freezing problem and EIED in simultaneously. Furthermore, the performance of different back-off algorithms in IEEE 802.11 MAC layer misbehavior has been never compared in literature.
This paper proposes a novel analytical model to analyze and validate a saturated IEEE 802.11 wireless network employed BEB or EIED back-off algorithm in case existing misbehavior nodes. Especially, the numerical results of network performance for both BEB and EIED back-off algorithms are presented to compare. The paper is organized as follows: In section 2 we briefly review the state of the art of related studies. Section 3 presents our proposed analytical model for IEEE 802.11 MAC employed EIED back-off algorithm. We adopt some main simulation results with our analysis in section 4 and our conclusions and future works are drawn in Section 5.
Related Work
Network performance of IEEE 802.11 MAC is interested aim of recent studies to evaluate and improve the standard. To approach this, using analytical model is a traditional method due to its clarity. However, the accuracy and complexity of a model is strongly depended on precise assumptions. Hence, the simple and accurate model proposed by Bianchi [4] has been initiated to number of papers which enhance more conditions for compensating accuracy such as the back-off freezing issue has been fully considered in [5] [6] [7] . However, the previous proposals are focused to Binary Exponential Back-off algorithm only.
An Exponential Increase Exponential Decrease back-off algorithm was proposed in [2] which having got several interesting characteristics. Numerical results in [2] [3] show that throughput improvement of IEEE 802.11 saturated network with EIED back-off algorithm is overcome BEB back-off algorithm in same conditions. Unfortunately, back-off freezing phenomenon in the case has been not mentioned.
IEEE 802.11 MAC layer misbehavior can be caused by naive attack or smart attack [8] and resulted to modify a back-off algorithm is declared in [9] . For our best knowledge, several proposals based on the Markov chain [4] to validate network performance parameter for the case of having misbehavior nodes [10] [11] [12] . However, these models ignored the back-off freezing issue and investigated on the BEB algorithm only. Hence, our analytical model is proposed to compensate the lack of previous studies for evaluating influenced performance under common attacks in term of throughput and delay parameters.
The Proposed Analytical Model
The Back-off Algorithm State Model Consider a single hop IEEE 802.11 wireless network in saturated traffic condition. The network contains two kinds of node as normal node and misbehaviour node which contained cheating back-off rules. The number of nodes in the network is n, and the number of misbehaviour node is l. The IEEE MAC layer is employed by BEB or EIED back-off algorithm in all normal nodes. Let , , , pp  be transmission probability and collision probability for two kinds of node, respectively. Denote 1 () BEB  is the transmission probability of normal node when it employed BEB back-off algorithm, and 1 () EIED  for other one. Assume all channel in the network is no prone error and there is no hidden terminals.
The back-off state of a node using BEB algorithm is modelled by a 2-dimension Markov chain in [5] . Two stochastic processes are presented to back-off stage () st , and back-off time counter value () bt . Denote 1 W CW  is value of contention window, m is the maximum back-off stage and R is the maximum retry limit. The transmission probability of a normal node using BEB algorithm is given by:
The EIED back-off algorithm was introduced in [2] , the contention window increases and decrease as a constant value I r and D r . We choose 2
ID
rr  for common case as in [5] . is stationary probability of back-off state (j, k). The probability that a node transmits during a generic slot time is equal to the sum of all stationary states with 0 k  . The transmission probability of a normal node when using EIED algorithm is
Given the transmission probability of normal node 1  and misbehaviour node 2  , we can express a conditional collision probability of a normal node through a probability that a tagged node get a transmission which is originated by at least one of the contending nodes, we have
In common case, a selfish node always has an initiated back-off window smaller than in normal node. When selfish node has a fixed contention window mechanism, the contention window size is not changed in every back-off stage. Let * CW be equal to contention window size of selfish node plus 1. The back-off counter of a selfish node is chosen randomly from zero to * 1 CW  . A transmission probability of a misbehaviour node can be reduced from (1) as
A collision probability of misbehavior node is
Channel State Model
To model the IEEE 802.11MAC in wireless multi-hop fashion, we clarify states around of a node by a channel state model. A back-off freezing process is modelled by a channel state model based on Markov chain in figure 1 . The four states are Wait, Success 1, Success 2 and Contention. Wait state is channel state in idle state; Success 1 is channel state which presents a successful transmission of a normal node; Success 2 is channel state which presents a successful transmission of a misbehaviour node; and Contention is a channel state which presents a channel in collision process. The transition probabilities are explained as below.
Wait to Wait: it is the transition probability from state Wait to itself, we have
Wait to Success 1: The channel is sensed busy because of a successful transmission of a normal node.
Wait to Success 2: A misbehaviour node accesses the channel and initiates a successful transmission. We have
Wait to Contention: The channel experiences a collision due to some concurrent transmissions. Thus, the transition probability from Wait state to Contention state is (1) 
Success 1 to Success 1, Success 2 to Success 2: It's the event when a node transmits multiple consecutive packets. The probability that a normal node and misbehaviour node extract new back-off counter are given by (1) (1) (2) (2) * 0
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The steady-state probabilities of Markov chain are determined as follow:
The length of the average slot time is calculated by the stationary of the channel state model as:
[]
Here, 
Performance Parameters
In this section, we derive throughput, packet drop rate and delay performance metrics as bellows.
Throughput analysis: The saturation throughput of a node is defined as the fraction of channel occupied and successfully transmitted payload bits. The normalized throughput of normal node and misbehaviour node can be expressed as followed formulas:
Packet drop probability: The packet drop probability is defined as the probability that a packet is dropped when the retry limit is reached and it is equal to:
(14) Access delay analysis: The average packet delay for a successfully transmitted packet is defined to be the time interval from the time the packet is at the head of its MAC queue ready to be transmitted, until an acknowledgement for this packet is received. The packet delay of normal node employed BEB algorithm is given similar to study in [13] and employed EIED algorithm as belows. 
In which, i T is the average delay when a normal node start at the ith stage in the back-off process, with the probability density function equal to 
Numerical Results and Discussions
To validate the network performance of two back-off algorithms for both normal node and malicious node in a saturated wireless single-hop network. We use MATLAB Tool to verify throughput, packet drop probability and packet delay parameters. Analytical results will be examined under standard parameters of IEEE 802.11b [1] . 
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Firstly, we consider a network throughput of all normal nodes with three separated back-off algorithms as Fixed Window, BEB and EIED with varying number of nodes (Figure 2 We can see that, the fixed window back-off algorithm is given worse throughput performance when number of nodes increases. The EIED algorithm can provide a better throughput more than BEB algorithm as proven in [2] [3]. The network throughput in two access mechanisms for both BEB and EIED algorithms with one selfish node in the network as results presented in Figure 2 .b. It shows that the EIED algorithm always gets outperform over the BEB algorithm in both access methods. However, in case of RTS/CTS mechanism network, throughput is reduced due to its introduced control messages. Figure 4 shows the delays of different back-off algorithms, a selfish node always keep a smallest delay value with all contention window value. Delay of normal node is very high with a small contention window value because its probability occupied channel is very low. This performance metric of BEB algorithm is better than of EIED algorithms.
Conclusion
Our presented contribution in this paper is twofold. Firstly, we propose a novel analytical model to model IEEE 802.11 MAC employed EIED back-off algorithms with freezing back-off phenomenon covered. Secondly, the network performance of different back-off algorithms under common attacks is studied through numerical results with varying number of malicious nodes. We can see that, the EIED back-off algorithm can act better performance more than of BEB algorithm under normal condition. However, when the network contained malicious node, the network performance metrics of the network employed BEB back-off algorithm are better than of EIED algorithm. In our next works, these network performance metrics will be validated by a discrete simulation tool.
